SA WG2 Temporary Document

Page 1

SA WG2 Meeting #161
S2-2402462
February 26 – March 1, 2024, Athens, Greece

Source:
ETRI
Title:
Solution (KI#4): New Analytics of NAS-Level Congestion Control for Network Abnormal Behaviour
Document for:
Approval

Agenda Item:
19.15
Study Item / Release:
FS_AIML_CN / Rel-19
Abstract of the contribution: This paper proposes a solution to address the Key Issue #4: NWDAF enhancements to support network abnormal behaviours (i.e., Signalling storm) mitigation and prevention
1. Introduction/Discussion
This paper introduces an new analytics solution that predicts the sequences or pattern of MM NAS messages on UE, contributing to NAS Mobility Management Congestion Control as defined in clause 5.19.7.2 of TS 23.501, corresponding to KI #4 and use case #3. 
This solution has two main points. Firstly, it facilitates assisted MM back-off timer allocation by AMF utilizing MM NAS message patterns. Secondly, it prevents simultaneous allocation of the same value for MM back-off timers based on scheduled communication patterns between UEs. 
NAS level congestion control is crucial for mitigating and preventing signaling storms.
2. Text Proposal
It is proposed to add the following solution to TR 23.700-84.
*** Start of change (all new text)***
6.X
Solution #X: New Analytics of NAS Mobility Management Congestion Control Experience (MMCCE)
6.X.1
Description
The congestion control, preventing and detecting network anomalies, become important as the demand for Massive IoT services (e.g., NB-IoT) generates significantly more data than current networks can handle. According to the Mobility Management Congestion Control (MMCC) defined in clause 5.19.7.2 of TS 23.501, AMF should support an enhanced MM back-off timer allocation mechanism that ensures the transmission of scheduled UE messages and avoids allocating same value of MM back-off timers at the same time to UEs.

For example, AMF should allocate MM back-off timers considered communication of scheduled NAS signaling to NB-IoT UEs in the event of unprecedented NAS signaling congestion in NB-IoT due to unknown reasons within the framework of 5GS. The AMF should allocate different MM back-off timers to UEs. If NB-IoT UEs possess same value of MM back-off timers at the same time, congested situations may reoccur.
The AMF service consumer may request the NWDAF to provide Mobility Management Congestion Control Experience (MMCCE) statistical or predicable analytics for a specific SUPI(s). 
The request by AMF includes mainly the following parameters:
· Analytics ID = "Mobility Management Congestion Control Experience".

· Target of Analytics Reporting: one or more SUPI(s).
· Analytics Filter Information:

· TBD

· An Analytics target period indicates the time period over which the statistics or predictions are requested;

6.X.2
Input Data
Table 6.X.2-1: Data Collected by NWDAF for MMCCE analytics
	Information
	Source
	Description

	UE ID 
	AMF(s)
	SUPI.

	MMCC experience for UE
	AMF(s)
	Data related to MMCC experience per UE.

	>Start time of data collection
	AMF(s)
	Start time of data collection

	>End time of data collection
	AMF(s)
	End time of data collection

	>MM NAS request (1..max)
	AMF(s)
	Information on the MM NAS message that AMF receives from UE for access/mobility during the collection period.

	>>Type of MM NAS request 
	AMF(s)
	The type of MM NAS message transmitted by UE (e.g., Registration request, Deregistration request, Authentication request, etc).

	>>Timestamp
	AMF(s)
	A time stamp when AMF receives MM NAS message from UE.

	>MM NAS message from network with backoff timer (1..max)
	AMF(s)
	Information on MMCC applied to UE for Access/Mobility

	>>Type of MM NAS message from network
	AMF(s)
	The type of MM NAS message with backoff timer provided to UE (e.g., Registration reject, Service reject, etc.).

	>>Timestamp
	AMF(s)
	A time stamp when AMF sends MM NAS message to UE.

	>>Provided backoff timer
	AMF(s)
	A value of backoff timer provided to UE.


6.X.3 Output Analytics
NWDAF supports anlytics from NAS MM request messages transmitted by UEs to predict sequences or patterns and provides statistics on the frequency of use of NAS MM messages per UE. The AMF service consumer can consider the analyzed and predicted NAS MM message data received from NWDAF for MM back-off timer allocation with differential conditions per UE.
Table 6.X.3-1: MMCCE statistics
	Information
	Description

	UE ID or list of UE IDs (1..SUPImax)
	Identifies a UE or a list of UEs that have the MM message with back-off timer.

	List of MMCCE Analytics (1..SUPImax)
	

	> List of MM NAS request (1..max)
	Information on the MM NAS message that AMF receives from UE for access/mobility during the Analytics target period.

	>> Type of MM NAS request
	The type of MM NAS message transmitted by UE (e.g., Registration request, Deregistration request, Authentication request, etc).

	>> Total number of MM NAS request
	Total number of this NAS message during the Analytics target period

	> Provided MM back-off timer
	A value of backoff timer provided to UE by AMF. 


Table 6.X.3-2: MMCCE prediction
	Information
	Description

	UE ID or list of UE IDs (1..SUPImax)
	Identifies a UE or a list of UEs that have the MM message with back-off timer.

	List of MMCCE Analytics (1..SUPImax)
	

	> List of MM NAS request (1..max)
	Predicted MM NAS request pattern that AMF receives from UE

	>> Type of MM NAS request
	The type of MM NAS message transmitted by UE (e.g., Registration request, Deregistration request, Authentication request, etc).

	>> Total number of MM NAS request
	Total number of this NAS message during the Analytics target period

	> Provided MM back-off timer
	Predicted the value of backoff timer with predicted list of MM NAS request.

	confidence
	Confidence of this prediction 


6.X.4
Procedures
Figure 6.X.4-1 shows the procedure for Mobility Management Congestion Control Experience Analytics.
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Figure 6.X.4-1: Procedure for Mobility Management Congestion Control Experience Analytics

1.
Consumer AMF requests or subscribes to analytics information for "Mobility Management Congestion Control Experience" from the NWDAF using either Nnwdaf_AnalyticsInfo or Nnwdaf_AnalyticsSubscription service when the AMF wants to take the analytics information into account for the Mobility Management Congestion Control to be applied.


The parameters included in the request are described in clause 6.X.1.

2.
If has not already subscribed, the NWDAF sends subscription requests to all the AMFs serving the UE as indicated by Analytics Filter Information to collect data related to MMCCE. The AMF that made the request in step 1 can be also one of the data providers.

3.
The AMF(s) provide the collected data to the NWDAF.

4.
The NWDAF derives the requested analytics.

5.
The NWDAF provides the analytics for Mobility Management Congestion Control Experience to the consumer AMF, using either Nnwdaf_AnalyticsInfo_Request Response or Nnwdaf_AnalyticsSubscription_Notify.
6.X.5
Impacts on services, entities and interfaces
NWDAF:
-  Enhanced to support the MM back-off timer allocation (i.e., congestion control) based on the NWDAF analytics
*** End of change***
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